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Encryption Engine MIPS™ uAptiv UP Core
Data Crypto — AES, TDES * 200MHz
Public Key — ECC, ECHD, ECDSA, Curve25519, * FPU/DSP/DMA
Ed25519 * ICSP / Debug

1MB Embedded Flash

320KB RAM
+ 256KB Data
+ GAKB Wi-Fi
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Peripheral Drivers in MPLAB® Harmony v3

WDT Timer PPS DMA UsB CAN

UART 0sC Ethernet Reset 12C Touch

PWM Interrupt ADC /O
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Connection under WPA3

"  More robust password-based authentication
" Resistant to offline dictionary attacks

" Security standard needed for new Wi-Fi certification
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v

Pre-provisioned Certs for multiple Hardened TLS with Cryptographic key pairs

Clouds

I Immutable Public Key I __________

> I Invisible Private key, Anti-physical Attack

A Microsoft Google Cloud Platform
Azure

[Unigue, Verifiable, and Trustable Device Identity ]— --
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Wi-Fi and Stack SDK WLAN

AP/STA WPA3 WPA2 Personal OTA with External Flash
TCP/IP MQTT + TLS v1.2 Cloud Connection
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PIC32MZ1025W103132 SoC
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8 MHz Internal Osc.

MIPS™ uAptiv UP Core
. LPRC, 4xREFO, RTC

200MHz
1MB Embedded FPU / DSP / DMA

Flash

ICSP / Debug
Secure Boot
XLP Low Power Controller

Encryption Engine

2x12-bit ADC
20 channels w/CVD

4x Capture/Compare/PWM
6x32-bit Timers
Data Crypto — AES, TDES

Public Key — ECC Curve25519
(ECDH, ECDSA)
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Peripherals / Clocks

16-bit Timer

Peripheral Trigger Gen.

Die Temperature Sensor
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Encryption Engine MIPS™ uAptiv UP Core
Data Crypto — AES, TDES 200MHz

Public Key — ECC, ECHD, ECDSA, FPU / DSP / DMA
Curve25519, Ed25519 ICSP / Debug

40 MHz Crystal

Wi-Fi® 1MB Embedded Flash
FEM & Antenna 802.11
320KB RAM

Matching Circuit b/g/n . 256KB SRAM
w/ Low Power Modes - 64KB

PCB Antenna

Die Temp Sensor WWDT / DMT

De-Coupling
Capacitors

WFI32E01PCHik
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MIPS™ uAptiv UP Core 200MHz

1MB Embedded Flash
40 MHz Crystal
320KB RAM
= 256KB SRAM
* 64KB DBF

FEM & Antenna Wi-Fi®
Circult IEEE802.11 blg/n

]
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De-Couple Trust Platform
Capacitors = Hardware Crypto Engine
* Pre-provisioned for AWS, Azure Cloud, and GCP
Hardware Key Storage
Up to 16 Keys/Certificates
ECDSA/SHA-256/AES-128
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