MICROCHIP AN27438
SAMAS5D2 Linux®%Z 45| &

k]

SAMA5D2 #%1) MPU iP5 S 1IE% 5] SMe£s5 S,
R 5| S AN A RS IR IR E L RE 7, WA EH 51 S, XM T/ESESEH T2, mha
EHEEF LR, FNE SRR I AR B a7 .
RS SR INEIN S IE L R, WA 245 S, 3 AR % T8 2 SR ARAEAE 51 S8 nak ik
BRAMER, HHBET R R 224 RS FIAT. oAb, FEEei ik 2058 i 25 i Ba e i 25
AN LA R T Anfl il SAMASD2 MPU 5 Linux WAZE vz M AERF#TE S . 245 SHWTPibE
SAMAS MPU _| 5| § R IR A

AR 218~ SAMASD2-RevC Xplained #tifign s, {HZE I € wil& 00UG & FH 12/ SAMASD2 %5t

P

« SAMAS5D?2 Series Data Sheet (1445 : DS60001476) . B A\ www.microchip.com 3%EL.
« SAMAS5D?2 Series Secure Boot Strategy application note (AN2435, kY45 : DS00002435) . 7E&E {12
1 (Non-Disclosure Agreement, NDA) HJZ&E Tt 24 i Microchip 856 7rZ ab$ 43t

(SAMA5D2C (jltAs C) Xplained Ultra WA TEAMH FHER)  (GCR45: DS50002691B_CN) . A M
www.microchip.com 3KE{

Secure-sam-ba-cipher-3.2 [ i 344
Secure-sam-ba-loader-3.2 Hi& 3

+ AT91Bootstrap ¥t
U-Boot X4 (fi7F./doc/ulmage.FIT HEF)

© 2019 Microchip Technology Inc. DS00002748A_CN-5% 1 1T


http://www.microchip.com
http://www.microchip.com

AN2748

117 OO 1
I TIURY oottt a et a A e es AR s AR AR AR e A AR e Reh et s ettt seeen 1
1o RGEIIIRAE LI oottt ettt ettt bbbt et n ettt b st neenens 4
L P @ L I Rt L OO 4
1.2 ATOTDOOLSIIAD I ZEFE T ovovivvieieiete e ieseee ettt ettt es bbbttt b s 5
1,30 U-BOOt FHZE R F oottt ettt sttt ettt a sttt 5
L T VT T -SSR 5
1.5, BB I ST oottt 5
(T G o OO 5
R o B - R 6
T T a1 o - 5 = TP 7
Kt PO 1 OO E ST T U TP STTTPT 7
KT | OO 8
A T R ettt s et h e h e s et es e bR s et bt st s s et tenas 9
o T 1= e N K (S B I S - OO SOURRRRRO 9
4.2, TRINHIE RAM SEEEZR B oottt 9
T U = oo | QA T = RSOOSR 1
S PO U 1o Yo I I TR 1
I L AU = T o | SO "
5.3, A RSA B A i ettt 14
5.4, OPENSSL I Sl ettt ettt ettt ettt ettt ne et neereeeenea 14
5.5, BUIE CATETTIEEH oottt ae ettt et st ere bt sresbe et eren 15
5.6, BIEAE T ERFIFAET .ooeeceeeeieeeeee ettt sttt 16
5.7 R E I IR IEATZE A oottt aens 16
R R < /R T TSSOSO 17
5.9, FIT AR ettt ettt ettt a st 18
ST 2 . OO 19
B BTG oottt ettt 20
6. ATOTDOOSIIAD I .......eveveeeeeeeetctcee et et ettt ettt et ettt s e e et et etesees et et essesesetese s st et esess et et esessesaseseseesenee 22
L I 7 1 ) Y W K oToTo] (=] 1 =] o OO RRR 25
6.2, ZZATSAM-BA L E ..ot e e aae e 25
8.3, FFTTHIETE TR ettt ettt a bbbt ettt ne et ne et et e e 26
L | 1 o A W = Yo SO 26
6.5,  RFHRREF BH SRR et 26
6.6,  NLFHFEF IR IZE TR oot e et te et te et e et eete e ae e eaeenennan 26
L O T S s 2 5 U 26
6.8.  ATI1DOOLSIrap .CONMIG STA ... euiitiieeiiieei ettt 27
6.9. JiZ1T secure-sam-ba-cipher “appliCation” filT 4 ... ...ccovreiriererieiriee st 27
B.10. PN FHFEIE oottt 27

© 2019 Microchip Technology Inc. DS00002748A_CN-% 2 7T



AN2748

6.11. AT91b0ootstrap ZEEH LA IR .ttt ee e 27
6.12. JZ1T secure-sam-ba-cipher “customer-Key” T2 .. ..o o eeieeeeee e 28
6.13. JZ1T secure-sam-ba-Cipher “DOOtSIraP” filT 4 . .cciieeireeeeeceeeee et ee et eee et ee e eee e eeeens 28
6.14. PR ATOTDOOISITAP FE T ... veeereeeeteceeee ettt ettt ettt ettt ettt ee et et te e ae st aeeteaneaens 28
6.15. f# H| secure-sam-ba-loader BL B HLEEHR........covevieieee e 28
B.16. THTRIIE ...ttt ettt 28
BT, BEEHELL oottt ettt 29
T TEZZID R et A AR h SRt ARt E et bttt ne e 30
B T et a e s ettt nnees 31
B4 AN A—2018 £ 06 H ovovoieieiiieiiiciete ettt 31
IVIICTOCIID PRI ...ttt ettt ettt et et et e et et e e et es e sseseesseseeseeseeseeseeneebeebesseebessessesrennas 32
T I 1 25 ettt ek s Rttt e e 32
B T T ettt h ettt a et s e bR bt e et sttt a bt 32
MICTOChID B A RT T II G . ceceeeee ettt e e e et en e e s e et es et enen e s et et enenes et eseseseneanenaanas 32
T Ittt ettt s h e a ettt ettt a bttt 32
2SO E TSP ST T TP PSTTR PRI 33
JIUEBEFFEAAS B2 vttt ettt h et AR A SR e bR s ettt s et e aeas 33
e g OO 34

© 2019 Microchip Technology Inc.

DS00002748A_CN-2 3 T



1.

11

AN2748

REHRA A
ARG AN
* ROM {75 (ZE—BhBx B 25H27)
« AT91bootstrap H 252 (3 I BLAXFET)
* U-Boot HZEME 7 (AIIEMEE =B Bt H 2812 7)
* Linux A%/ gk S
c RUMHRSF
B 1-1. 5] F44F
I —_— —_— —_— —_—— —_— —_— —_— 1
M| s || || e |
ootstra
I Bootloader Customer Ke;F/) U-Boot |
I ROM Memory :
I Encrypted |
U-Boot
l * l
U-Boot DTB Linux®
o inux I
I | | customer key (Application
K
| OTP Memory &) |
| Signed |
Linux® |
| + »
AT91 Bootstrap Linux®Device Initial Root
| T File System |
L ree Blob
Application Key + I
I Root
| | SRAM Memory File System |
l l
SAMASD?2 NVM DRAM |
l —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_— —_—

ROM f(H4

PR IR B AT, STFRPUT SR ROM AR, 7En#sI FUg 2 ii, ROM &icE

o Arm@UiTEEs iRk

* PLLA ([ 12 MHz #lti# RC B /E N A)

o KbFEEEN (PCK) FEE£H (MCKD

ROM XAt i i S 22 [X dak 51 S B 7 IR 2 5] T 781 ARG 158 — I B AL 28R 7 AR 5 R AR g a3
1 SRAM. % ROM {RIGEL B F#EAEM LIS R, 1ES N HZEIL SAMASD?2 Series Secure Boot Strategy (.27

R .

© 2019 Microchip Technology Inc.

DS00002748A_CN-% 4 71



1.2

1.3

1.4

1.5

1.6

AN2748
RGN AR A

AT91bootstrap B ZEF
B B E 28T AT91bootstrap i ST ¥14a1t SDRAM, FH35 45 =B B B 55 F2 /7 B Linux P4 A% R0 28 0 3 1l S04 o
FM B AR AT R A —A NVM fF oo
- SDMMC (1 Fi10)
NAND [%] 7
HATINAE (O 1D
* QSPINfFE (0 A1)

U-Boot H & F

U-Boot & — Ak s K B R IE H 2527, AT gk | & AR B AR . @ik AT91bootstrap $2 AL TR 2 L5
SR (Bl 5] T, 8038 MR B B 2R A SRR & B R GG D, M LUERSE =B A
Z5F2)F (40 U-Boot) . U-Boot 5 Linux WA%ZEMEL, [FIFE{E A T % # (Flattened Device Tree, FDT) KALE
GPIO. = ATuf VRN [ 255 A2 P 5 A 1) LA RS 115 2 S5 Th B

Linux N #%

Linux WA%2 Linux RZEHEEA M. EHRIVUEETENLRZERRE T B IIE, FIINARGRIE . ME. L8+
Wi KIS A B IRENAE P . BLAh, WIS H LA RIS “H P RN,

Linux P #%H AT91bootstrap & B B F 25F2 /7 5 U-Boot 55 = Bt B 2472 /7 2% 3] SDRAM .

B SO
Linux P AZ A5 H i~ 1 26 B R HR IS 4T © 1O R4 . 51 S0, ¥ el AT91bootstrap &t U-Boot #f ik %
M ] (dtb) SCPFERIRBIFE S, e WA 2 PATERAE

R R G

Linux WAZE B R RS MRS EE Linux RS EFHHTER L FEE. 125 KRR
B fEANAZCH, FATBELE Linux initRAM S R S & 78 N UG SRR IE R U R S -

© 2019 Microchip Technology Inc. DS00002748A_CN-% 5 7T



AN2748
ZEF S

2, ZaT| S
KT 25 FMNECETAHTE, HTRBATTUN AR 225 3 R G R HATHRIES.
MR INE R T5 B AR R ANE PR L B T & M &
MR BB M AE (Linux P Linux &AM H 25827 .
X5 M BLE 4R (AT91bootstrap) #EATINE L4, .
WE =M B AT (U-Boot) HHTHCE . X AFAHHTAEM. IS4,
H Linux WZATEE & RHT B2 4410 FIT X IR EMRS 4.
¥ SAMASD MPU % B h% 45| S
FE R R E] MPU .
WE TR, AL SRS KA RERI S E 2,

® N o Ok wDN -~

© 2019 Microchip Technology Inc. DS00002748A_CN-% 6 7T



31

AN2748
#4513 TR 6 H

245 T FRE LA

piiE:3

FFF Linux 2245 S358, K5 LA N MEFFEET % . AT91bootstrap F2F7 A1 U-Boot. iEiL %+ AT91bootstrap 25
BEAThNEE, ATRELET A T3 U-Boot B4 4. 15 AT91bootstrap A fn4s, WA LLZE S| Sid et + R iaHithig T
— AR B . XA Y AT91bootstrap 15 FH % Fk 25 4 HAT SR IRALE -

AT91bootstrap 1 U-Boot )5 AES SHikiE4T IN% . AES IN& & —FiontFREE, X mmkE i A R S k4T nsg
MR . AES ZHIRKFERI LA 128 . 192 78 256 fi7. FHBAIEINZERIEH REABERIEN RG22 AL,

AES R HEM, REWA TR TR GmIEEdEi ST 8E. ToR A B g1/ T, SRETNER R 128
fro WEEE N 5 HABHLE] CiniEs) S5 AT AES SRy’ .

%4 5] 5 ROM XA AT91bootstrap i & i He444% (Cipher Block Chaining, CBC) #i3{xf £ 4 iz 47 I #5247

e
WL {61 AES-CBC ittt s
31, ST BN

Plaintext
CLITPTTTTTTrT]

Plaintext
CLITTTTTITTaT]

Plaintext
INNENENEREREN

Initialization Vector (IV)
CLITTTTIIrrry—— - >

block cipher block cipher block cipher
Key — . Key — . Key — .
encryption encryption encryption
CLITTTTTITTITTIT] LITTTITTTIITITTd HEENENENEREEE
Ciphertext Ciphertext Ciphertext
515 ROM Fl 5 2442 54 | AES-CBC fiA %, Wi FArid.
B 3-2. B HERAEEE
Plaintext Plaintext Plaintext
CITTTTTITTITITIT] CITTTTTTTITITITT1 HEENENENERERE
Initialization Vector (IV)
LTIl —— > >
Key block cipher Key block cipher Key block cipher
encryption encryption encryption
CLITTTTTITTITTIT] LITTTITTTIITITTd HEENENENEREEE
Ciphertext Ciphertext Ciphertext

© 2019 Microchip Technology Inc. DS00002748A_CN-%5 7 7T



3.2

AN2748
#4513 TR 6 H

S Bk

AL FREAN AN HEBERHMER A IRIEE S SIIMER R A rEIR, I H A DR 7 308 22 ek . @i
B SCIIEES (Message Authentication Code, MAC) Bt i B medg 4 2 vl iy (il il & (7 E fnsg v 2 . (g
BN MAC gl B 5 g i T “%&4” . ROM fRAZEIT K 2 AT91bootstrap 27 &4 KRR E £ AEN. 25,
AT91bootstrap F2/7 252 U-Boot 1254 LARIRE SR ATE 1. #:3E, U-Boot &K Linux BRE . Linux & IR 3T
PRGN

MAC AliE it A7k e g, A pish b s W TR 1) HMAC—3E T4 FIHRSCIRAE/CEY; 2) CMAC——
FF 2RI SCRAE S . SAMASDXx MPU f# ] AES-CMAC $i4:8% RSA + SHA-256 HMAC SK#/T I 7 .
AT91bootstrap 27 f# il AES-CMAC K&l U-Boot.

© 2019 Microchip Technology Inc. DS00002748A_CN-%5 8 7T



41

4.2

AN2748
TR

R

AN ZE B CL— R R T R 2 KRR —— M & RINE .. RELPT6HIG: ARG RsiTHEE
ARG “ LT o att; &ER R ROM RS, X, [Fr]—X Riin— 2 %24aIEs, M EA D —TF a6 R 3k szl
BT 3 4 W B A

AR FHZE LM H Buildroot T E R TAF SD £Wug (vJ#E SAMASD2 JF Rk _Fiz4T) HIgmiRidfE.

Bl —AT1E SD Fiz
B — 35 225 4 Buildroot 34w PEERIABIUE

$ git clone https://git.buildroot.net/buildroot
$ cd buildroot

$ git checkout 2018.02.x

$ make atmel sama5d2 xplained mmc defconfig

$ make menuconfig

&4 FH (7 U-Boot ili4<. %% Bootloaders—Uboot Version (Custom) ( [ %85 —Uboot it (HEX) ) , RJEik
$ 2018.03.

$ make

X4 SAMA5SD2 Xplained # 81—/ LAE SD KM% . Kmg E#)3 SD K IEfi{r e sE7E SAMASD2_Xplained i I
TAE.

W% 1 4 F7 N output/images/sdcard.img

WMyt RAM LR S

BRI RS AE Linux PAZ ZBEI SO AR ARSI RGN R B #7152 — . Dk, Buildroot £ — il B ik
T

$ make menuconfig

¥ 3| Filesystem Images (U RZEBME) FFik$FE “initial RAM filesystem linked into kernel”  CREREZINAZ HI46E
RAM SR 40 -
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larry@larry-HP-Z240-Tower-Workstation: ~/buildroot

Jhome/larryfbuildroot/.config - Buildroot 2018.02.1 Configuration
= Filesystem images
Filesystem images
Arrow keys navigate the menu. <Enter= selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <¥Y=
selects a feature, while <N> excludes a feature. Press <Esc=<Esc> to
exit, <?> for Help, </> for Search. Legend: [*] feature is selected

axfs root filesystem
cloop root filesystem for the target device
cpio the root filesystem (for use as an initial RAM filesyste
compression method (no compression) ---=
Create U-Boot image of the root filesystem (NEW)
cramfs root filesystem
ext2/3/4 root filesystem
ext2/3/4 variant (ext4) --->
filesystem label
M) exact size
exact number of inodes (leave at ©@ for auto calculation)
reserved blocks percentage
~64bit) additional mke2fs options
compression method (no compression) --->
initial RAM filesystem linked into linux kernel
iffs2 root filesystem
romfs root filesystem
=quashfs root filesystem
tar the root filesystem
Compression method (no compression) ---=
other random options to pass to tar
] vbi image containing an ubifs root filesystem
] vbifs root filesystem
] yaffs2 root filesystem

< Exit > < Help > < Save > < Load >

N T AERISG RAM SCAFE R SRR TAE, &ERLTIEFIE Linux WZ. HEFEMEIFFREEATIN, P ERIR SO 2
GLRENE IEH TAF.

$ make linux-reconfigure

$ make

FATC AR TAF Linux B, 8T RIAT 7R ZLAERE U-Boot IYBHIES] AL -

© 2019 Microchip Technology Inc. DS00002748A_CN-#5 10 7T
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U-Boot HiE5| &

U-Boot WiE5| &

7£ U-Boot X4, SHIAIE S| S3H47 T M4 . U-Boot Al fd I ¥6AE 5| S FE R IGIE MG 2 S IET A K R S AT &
LIBAT . AR 5] S T 5

PRI

IS AE T

B AT U-Boot 4541 DTB

B FIT Mg

. K FIT Mg 4

AN AL TRAES S0 “BL0E” Jiik. FIT XA WIAMET SHA256 #E47T A A BRI WAE, DL —AMidE
FH SHA256 #1714 75 A 21 148 RSA AT D% AL & .

o s wN o

U-Boot FIT B4

Ja FRLE R (Flattened Image Tree, FIT) U2 P& (FDT) SCHRIE#RSLp]. U-Boot FIT SCHEELE AT 5
S Linux 263 FFE RS o s (S REMERD , JRER TR, 38IES1 S/ FIT T4 Linux .
Linux &4 Bl B HER M7 E (4t U-Boot Al T-5&4IF FIT SC:iF %R ) « U-boot ] “bootm” iy 4348 iF 15|
S FIT #30Rmt%

K& U-Boot

T U-Boot 37 RifG, KU EATHITAGF 2 hae i fr e 2tk Hh—Tifld & 5 & CONFIG_FIT_SIGNATURE #t
VFi AT G S 2 E, B2 U-Boot L5 S VERIZ 0. tH A CONFIG_FIT_SIGNATURE ##&, NIkt s
FEHERIEHZE LR FIT XfF.

Buildroot #ft J — il FH 1 S e B A A Tl FLBL A«
$ make <package name>-menuconfig

Bi%4T U-Boot ] menuconfig, HEHALL T 6rd:
$ make uboot-menuconfig

LLF menuconfig B sk & RoR 18 % A5 SITE S & F S 4.

ik “Boot images -> Enable signature verification of FIT ulmages” (5| W% -> flifig FIT B854 5641E)
k¥ B CONFIG_FIT_SIGNATURE.
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o

larry@larry-HP-Z240-Tower-Workstation: ~/buildroot

.config - U-Boot 2018.83 Configuration
— Boot images
Boot images
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N=> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?= for Help, </> for Search. Legend: [*] built-in [ ]

[ 1 Enable support for Android Boot Images
[*] Support Flattened Image Tree
* Support SHA256 checksum of FIT image contents
(0] Enable stgnature vertfication of FIT uInages
] Show verbose messages when FIT images fail
] Select the best match for the kernel device tree
] Support Flattened Image Tree within SPL
] Enable signature verification of FIT firmware within SPL
] Enable SPL loading U-Boot as a FIT
] Set up board-specific details in device tree before boot
1 Set up system-specific details in device tree before boot
] Update the device-tree stdout alias from U-Boot
(SAMA5D2,SYS _USE_MMC) Extra Options (DEPRECATED)
(ox26f00000) Text Base
[*] Enable arch_fixup_memory banks() call

[
[
[
[
[
[
[
[

< Exit > < Help > < Save > < Load >

7£ “Command Line Interface — boot commands” (744780 — 5S4 T, WECEHE bootm iy 4 LA K “
PR EMSEHEF ML .

© 2019 Microchip Technology Inc. DS00002748A_CN-# 12 7T
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o

larry@larry-HP-Z240-Tower-Workstation: ~/buildroot

.config - U-Boot 2018.83 Configuration
— Command line interface — Boot commands
Boot commands
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N=> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?= for Help, </> for Search. Legend: [*] built-in [ ]

[ 1 bootd
[*¥] bootm

[ ] bootz

[ 1 bootefi
] bootmenu

bootelf, bootvx
*iIEIEIEEHEHIﬂEHﬂEﬂliiﬁﬂlﬂiﬂlﬂiﬂlﬁﬂﬁﬁﬁﬂﬂﬂ
] go
1 run
] iminfo
] imls
] imxtract
] poweroff
] =pl export - Export boot information for Falcon boot
] fitImage update command
1 thor - TIZEN 'thor' download
] zboot - x86 boot command

lﬁ
[
[
[
[
[
[
[
[
[
[

< Exit > < Help > < Save > < Load >

U-Boot HI{ERER & CAE A FIT WHR, (HRLR5RE D —LefE 2. U-Boot AABRINIZHI DTB, HAG S EHURL

HIRFRI A R ER, A IER) U-Boot #£1 DTB I L NIZATH, A M—21H R, #lln “Verifying Hash
Integrity «-- OK”  CIEAESSERS Ay e B 0E - IR o BRI BB PUER, EXRBALN. BAEEIER, HiliT 2425
SHIEE, BN RSA B ER. LUR AR 44 40 R 14 (1% B4 A\ U-Boot 2] DTB.

=> bootm 0x20000000
## Loading kernel from FIT Image at 20000000 ...
Using 'conf@l' configuration
Verifying Hash Integrity ...OK
Trying 'kernel@l' kernel subimage
Description: wunavailable

Type: Kernel Image
Compression: uncompressed

Data Start: 0x200000c4

Data Size: 4938272 Bytes = 4.7 MiB
Architecture: ARM

0S: Linux

© 2019 Microchip Technology Inc. DS00002748A_CN-#5 13 7T
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U-Boot HiE5| &

Load Address: 0x21000000
Entry Point: 0x21000000

Hash algo: sha256
Hash value: 9edcd903bc251£78cleda0d32£175140a172121d1a472d3£50£549b758£8a78a
Verifying Hash Integrity ... sha256+ OK

## Loading fdt from FIT Image at 20000000 ...
Using 'conf@l' configuration
Trying 'fdt@l' fdt subimage
Description: wunavailable

Type: Flat Device Tree
Compression: uncompressed
Data Start: 0x204b5bbc
Data Size: 31955 Bytes = 31.2 KiB
Architecture: ARM
Hash algo: sha256
Hash value: 9aa95c7aed65090b294feb21dd904293620e£9e860£5ad6255771538945e4c39
Verifying Hash Integrity ... sha256+ OK
Booting using the fdt blob at 0x204b5bbc
Loading Kernel Image ...OK
Loading Device Tree to 3£95e000, end 3f968cd2 ...OK

Starting kernel ...

Al RSA &4 454
AR DAL VE N B ARG (Public Key Infrastructure, PKD , {HEABAMER AT 245 SrHERA
o PAT PKIEIERT, DR RTRIEM R LN E A . BRaE:

* RSARFEHMUER—RTEE “E47 UEh

* RSAZZHPHAE——H TR R #HTE 4
B4R U-Boot il T X MG AT 25 4 (0 T EL - A smib ER, BT XD HEAT 8 4 B0AE 1 8 5 F T8 B0 1 R AR
EARMBEILH, BATEARBANMR CAIERARMILSEZIER. BY, ERETMERFTHENL R CA L
o BARGIECUF AN

« CA MM

« CAIEH
RAREILE., FUAEMERSA, (T AT LA E &L, Ea G REEIES.

OpenSSL At E x4

FEQEE I TR UG HEAT 28 44 HUE T 2 /T, SAEBORA K OpenSSL BL B 3. B2 H 2 5 B7EE 5 R B
R AR BIERME, LRSI AR CEPIE” H.

AL
1. QUM TRCE SR BHAANE BRI H 3%

$ mkdir keys
$ cd keys

2. K OpenSSL ZRAAL & :

$ cp /etc/ssl/openssl.cnf .
3. JHECE M (openssl.enf) , HHARFREHTEALNEIEHE req_distinguished_name 47

[ reg distinguished name ]

countryName = Country Name (2 letter code)
countryName default Us

countryName min 2

countryName max 2

stateOrProvinceName State or Province Name (full name)
stateOrProvinceName default = Arizona

localityName Locality Name (eg, city)
localityName default Chandler

© 2019 Microchip Technology Inc. DS00002748A_CN-# 14 5l



5.5

AN2748
U-Boot B3| &

0.organizationName = Organization Name (eg, company)
0.organizationName default = Microchip Technology

4. fEFHUUTFEEIEHA N “code_sign” MIERS:

[ code sign ]
basicConstraints=CA:FALSE

keyUsage = digitalSignature
extendedKeyUsage = codeSigning
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid, issuer

B2 CA IE PN
DL 4] 008 H 8008 10 4E10 CA WE:

$ openssl req -x509 -newkey rsa:4096 -keyout cacert.key -out cacert.crt -days 3652 -sha256 -
config openssl.cnf

S SRR R IR S AT A R B JFEORIBA TN R AR & . i T RCE S B OV A R 2 BT 4
FRIGERIME, IR ZH05% H 4% Enter 1] . iE#ifrAy “Common Name” Gl ##) FBAMNE LM T 4. 16
N RRET, GBS “Test CA”

PAUN A req fir & I an 4t o 1R, PEM A% FH 42 P02 5 24 A AOHE 23«

$ openssl req -x509 -newkey rsa:4096 -keyout cacert.key -out cacert.crt -days 3652 -sha256 -
config openssl.cnf
Generating a 4096 bit RSA private key

writing new private key to 'cacert.key'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [Arizonal:

Locality Name (eg, city) [Chandler]:

Organization Name (eg, company) [Microchip Technology]:

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:Test CA

Email Address []:

“req” fiv A F KDL R :
# 5-1. req 4L

-

o0 B3R 1% 4 CA UE-RiTi R H3 3K

I RSA 4096 1 FA%H -

-newkey rsa:4096

# CAFAVHE N “cacert.key” »

-keyout cacert.key

¥ CAIEPBE N “cacert.crt” .

—-out cacert.crt

© 2019 Microchip Technology Inc. DS00002748A_CN-# 15 7T
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........... (5

%
-days 3652 iﬁﬁﬁﬁkﬁﬂ% 3652 ?ic
~sha256 i fl SHA256 a7y Sk E AR 4 ik
-config openssl.cnf {5 “OpenSSLCnf” VBN B A

AIZIEFSTE R ALY

openssl req -nodes -newkey rsa:4096 -keyout samkey.key -out samkey.csr -sha256 -config
openssl.cnf

I AW -x509 eI, PRI I #HIE 24415 5R  (Certificate-Signing-Request, CSR) , TMiEAZAIEH. Iy
AR E-nodes I, ZEW S SEAP AN . U-Boot HEIALHZH LRI K RSA B8, KRATREE L H,

$ openssl req -nodes -newkey rsa:4096 -keyout samkey.key -out samkey.csr -sha256 -config
openssl.cnf
Generating a 4096 bit RSA private key

writing new private key to 'samkey.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [Arizonal:

Locality Name (eg, city) I[Chandler]:

Organization Name (eg, company) [Microchip Technology]:

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:U-Boot Image Signing
Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

SHE P IERBEATREA

openssl x509 -req -in samkey.csr -days 365 -CA cacert.crt -CAkey cacert.key -CAcreateserial -
out samkey.crt -extfile openssl.cnf -extensions code_ sign

i & FH e HT B ) CAIETS XS samkey.csr IE 51 KEEAT2E4 . U-Boot ZERE AL 1) A MR AU ], (HE B
AT AL LU key, UETHISCARY R 44 AU orte 2544 AL Zit N CA FLEA B 1 74 BE BRIIATUE 51 SR AT 48
E2D

$ openssl x509 -req -in samkey.csr -days 365 -CA cacert.crt -CAkey cacert.key -CAcreateserial
-out samkey.crt -extfile openssl.cnf -extensions code_sign

Signature ok

subject=C = US, ST = Arizona, L = Chandler, O = Microchip Technology, OU = MPU32
Applications, CN = U-Boot Image Signing

Getting CA Private Key

Enter pass phrase for cacert.key:

© 2019 Microchip Technology Inc. DS00002748A_CN-# 16 7T



AN2748
U-Boot HiE5| &

5.8 MEELIEH
TR ER T CA B4 MEH, AI{HH “x509” 4 LLAATAT i it RITERE P .

$ openssl x509 -in samkey.crt -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
81:9b:fb:48:3b:da:22:94
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, ST = Arizona, L = Chandler, O = Microchip Technology, CN = Test CA
Validity
Not Before: Apr 30 03:26:41 2018 GMT
Not After : Apr 30 03:26:41 2019 GMT
Subject: C = US, ST = Arizona, L = Chandler, O = Microchip Technology, CN = U-Boot
Image Signing
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)
Modulus:
00:ed:04:19:ea:79:01:£f8:ef:74:££:5c:01:20:50:
b3:£f0:6£:03:10:62:66:9c:59:95:c6:ff:4c:5d:be:
33:¢5:3¢:36:28:¢7:44:0c:95:91:66:e8:0e:5d:81:
7£:11:95:£6:¢c8:37:0d:5e:30:2c:0£:d5:84:0f:14:
b2:03:2b:72:00:65:6£:15:97:31:38:26:88:15:34:
d4:4e:20:7c:94:1c:35:9b:ec:62:06:5d:7f:6f:db:
93:12:b5:e9:5¢c:£fd:45:a8:9¢c:5a:10:a7:37:09:2b:
dl:35:19:d3:5e:8e:92:4e:9a:53:a5:ad:11:41:e0:
06:4pb:37:7e:77:c8:82:81:7b:ee:5f:be:71:4£:18:
66:d4:fe:2a:74:55:ef:ab:dc:df:80:44:6c:c8:£8:
5f:5c:da:76:04:08:68:7c:4b:ec:68:06:81:a0:e8:
£5:6e:57:01:38:66:43:9c:e2:4a:d2:d2:ed:f6:64:
3c:99:04:f4:af:8b:46:0d:90:45:52:41:1a:45:£5:
48:77:28:00:a8:9£:00:e2:5p:8a:00:d4:01:8c:6f:
09:ea:58:al:2e:73:9d:d2:44:09:e8:b7:d7:9b:5e:
24:25:2d:86:65:2f:66:ec:41:83:5a:18:e5:47:d3:
dl:9a:0d:5d:b9:cd:c2:bd:71:al1:39:ec:5b:88:ad:
1b:£7:99:7£:0b:de:89:59:¢c5:26:9c:de:00:8f:41:
76:0b:c2:76:8d:31:84:7f:1b:cd4:6£:£7:2d:45:45:
12:80:cb:54:ae:£7:65:15:55:dc:d8:c0:9d:74:27:
81:00:4a:f2:29:31:9f:4b:fc:01:16:9a:50:df:96:
4d:26:30:f4:4c:11:6e:02:£8:cb:8a:80:37:81:83:
84:81:ac:91:46:97:ea:a2:9f:46:36:56:4c:6d:c9:
c6:£8:42:e2:e9:90:97:49:bf:9a:5d:21:2d:50:74:
bf:ef:a0:53:c4:7b:4a:e6:18:6c:1d:77:ee:94:fc:
4c:c5:2e:06:20:32:52:05:0c:0c:2d:a8:56:76:1b:
b8:0c:d6:81:b3:1e:26:1a:£8:69:3£:97:a8:c9:61:
c0:66:55:cf:b4:de:67:9e:c5:ad:a7:88:16:3b:cb6:
e0:47:82:01:92:e4:1f:b1:d3:dd:7£:70:1a:ab:47:
9£:50:98:21:3e:92:fe:45:d4:b0:£fd:6£:01:dc:01:
d5:£9:9e:57:5e:e1:17:70:¢c9:42:05:8c:c8:bf:8f:
26:£d:19:e7:9e:89:cf:£4:25:6£:40:d8:37:4d:0f:
61:5c:50:58:9e:16:d1:5b:43:d3:c4:3e:81:bl:1lc:
43:73:b2:11:fe:a2:6£:a1:£5:29:£5:73:33:99:02:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Code Signing
X509v3 Subject Key Identifier:
1E:C2:6A:E1:57:03:C2:DC:BB:DD:34:1E:CD:65:49:0C:56:FC:B7:3E
X509v3 Authority Key Identifier:
keyid:BC:C6:9B:7C:56:98:B7:CB:37:34:24:BE:A8:CD:B1:BD:9D:66:B7:AF
Signature Algorithm: sha256WithRSAEncryption
cd:ba:53:1f:31:b0:3c:51:d3:0£f:dc:87:e4:d0:b5:1c:55:98:
21:80:6€:34:29:44:22:24:14:08:26:0£:d8:74:42:94:44:09:
b7:64:15:ee:5d:b4d:6c:5e:dc:7e:5c:0a:¢c1:00:17:4f:4c:cl:
43:93:09:61:21:26:55:24:c8:¢c8:£9:75:¢8:29:£3:4f:cf:0b:
d0:60:95:0f:de:27:21:ee:5e:68:8d:af:17:6b:ff:a8:06:9f:
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FIT #4%

FIT S mkimage A AL DTS A A ARG

/dts-vl/;
/A
description =
#address-cells =
images {
kernel@l {
data =
type = "kernel";
arch = "arm";
os = "linux";
compression = "none";
load = <0x21000000>;
entry = <0x21000000>;
hash@l {
algo =

<1>;

"sha256";
}i

}i

fdt@l {
data =
type = "flat dt";
arch = "arm";
compression =
fdt-version =
hash@l {

algo =

"none";
<1l>;

"sha256";
}i
}i
}i
configurations {
default = "conf@1l";
conf@l {
kernel = "kernel@l";
fdt = "fdt@l";
signature@l {
algo =

"sha256,rsa4096";

key-name-hint = "samkey";
"kernel";

sign-images = "fdt",
}i
}i

XN mkimage T B AR# T B4 M ik T H (14
FIT SCf-6 g F20—#4) - U-Boot i DTC B4 “Jincbin/” £,
£ DTB /1. Linux PWA%F Linux DTB Hli@idixfp 7 RE T FIT Xtk

1 Buildroot &4 H 371, Al —AN%N “linuxits” S0, WAWT:

/incbin/ ("output/images/zImage") ;

FEVERE A 2t AR A A B 5 e A

"Linux kernel image with one or more FDT blobs";

/incbin/ ("output/images/at91l-sama5d2 xplained.dtb");

© 2019 Microchip Technology Inc.
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NHARI

ANATEEAFETE U-Boot #1] DTB 1. N IFHIER U-Boot a Fid 2, FATIHIRELAEILIGEHE TV DTS Sk,
AR EEE S DTB. R ARG AL 4 & ZHAT D B 58) DTS XA A8, Bl 4T
U-Boot %ii%, #exiIEMIKIAE N U-Boot B SCfF. RIMEHAT “IBFR” Zmid/Rantt.

BRI AL, AT AT DU I AR DoKs SRR A 40 B T3 ) & e s
R SC 14 pubkey.dtb K5 FE AL E, B 5K & BRI dts SCtEH.
1. BlEE— DTS 0, (NE AR TRIEZ DTB XU/ shell. AflF 44 “pubkey.dts” [ISCAH MU Ais:
/dts-v1/;
/ {
}i
2. 4wi¥ DTS HFLRASREZS DTB:

$ dtc -0 dtb pubkey.dts > pubkey.dtb

3. B1TfiF U-Boot 4ii H 3 F I mkimage T.H ULGIE FIT 8%, JRIAH. HEHA TN HAIE AT
F—HxXT. EARY, BREH “keys” o “keys” HEHMNAFEMALMF: samkey.crt I samkey.key.
A samkey.crt NEH, 1 samkey.key & TEE FIT XA

$ output/build/uboot-2018.03/tools/mkimage -f linux.its -k keys -r -K pubkey.dtb
linux.itb

4. HUH4mPE DTB IS pubkey.dts:
$ dtc -I dtb pubkey.dtb > pubkey.dts
5. YmiEF/E#EH] DTB 1) U-Boot DTS ¥, 3K pubkey.dts A EISE M F . fEAREIF, BATE S output/

build/uboot-2018.03/arch/arm/dts/at91-sama5d2_xplained.dts. BRI E R “2547 Fi 5. Mg A, at91-
sama5d2_xplained.dts KIRTJLAT 0 N FoR:

/dts-v1l/;
#include "sama5d2.dtsi"
#include "sama5d2-pinfunc.h"

/A
model = "Atmel SAMAS5D2 Xplained";
compatible = "atmel, samabd2-xplained", "atmel,sama5d2", "atmel,samab";
chosen {
u-boot, dm-pre-reloc;
stdout-path = &uartl;
}i
ahb {
usbl: ohci@00400000 {
num-ports = <3>;
atmel, vbus-gpio = <&pioA 42 0>;
pinctrl-names = "default";
pinctrl-0 = <g&pinctrl usb default>;
status = "okay";

}i
EALE pubkey.dts 4T H2 5, at91-sama5d2_xplained.dts HIRT JLAT 40K s

/dts-v1l/;
#include "sama5d2.dtsi"
#include "sama5d2-pinfunc.h"
/A

model = "Atmel SAMAS5D2 Xplained";

compatible = "atmel, sama5d2-xplained", "atmel, sama5d2", "atmel,samab";

signature {

key-samkey {
required = "conf";
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algo = "sha256,rsad4096";

rsa,r-squared = <Oxdbfec24b Oxabea2bla 0x68400641 0x7326b903 0x56304c98
0x506293aa 0xd8f2b88c 0xff588c74 0x7ff0a7lb Oxfe7d3a5d 0x22£305d2 0x9de6l1df7 Ox5caf73fb
0x383e5828 0xc6b78b09 0x7f8bealb 0xae04338d Oxd2aabcl6 0xe755d903 0x4edd0d2e 0x81d12585
0x410a695d 0x191a5d10 0xc4215770 0x6b35edfa 0x94bb6cca 0xb6d4f75e 0x12b8c3ac 0x38fa2bcO
0xebl98abc 0x5063d6ce 0Oxddalad2b 0xfd3labl5 Oxb5a2delb 0xb9e9f906 0x84d7ab9d 0xe3d481f3
0xd0d66125 0x4£f4500b6 0x35a90317 0xc27509f1 0x950266el Oxecaad051 0x4ef9e854 Oxdbafc3ad
0x977d78e4 0xdb28e6f9 0x6e3cd28d 0x8626bb81 0x79018bef 0xf952fcc3 0x143d6e9f 0x472ccH5f
0xbd793e29 0xd1973294 0x30b01413 0xa06a8d5b 0x59b87ecb 0x36fe25df 0x8c0240ee 0x9683cbe2
Oxac4fabbb 0xa0a41089 0x77a89400 0x563c9cdb 0xfl18e1984 0xbafld849 0OxfcleeB8la 0x63e90647
0x608656a3 0xf4d8a777 0xc9c0d23b 0x180c4dd6 Oxefba6909 0x5dbdlbfd 0x6blelf50 O0x8b4a764d
0x99495e21 0x7db3b75e 0x948b4ca8 0xf37dda85 0x352ca2f8 0x43ac5883 0xc0e745f0 0x6fc585b0
0x60e6f9ec 0x49457b4f 0x251948cf 0x48aef777 0xd2f8d3b3 0x6c880548 0xbl47d8c3 0x353589be
0x3030a4fa 0x3a0de758 0Oxdc3c58aa 0x463f4d12 0x3c858599 0OxcflaB8e24 0xld47a6bc Oxcé56ebde
0x8f774b0c 0xc79324e7 0xb329cdca 0xd72bf02a 0xdc992be8 0xf6£75455 0x8d7add99 0x85cb9efb
0xd026d74 0x81da0447 0x1adl3fl0 Oxaafb6612 0xd4f288ea 0xdb95ff5 0xe3ad4786f 0xa746913a
0x8a64781d 0x4£300d3b 0Oxccf8dd37 0xdb7dc010 0x54098c99 0x3flebS5ea2 0xffc98e8f 0x833f7267
0x740£3d0 0x9b981910 0xd8d558b5>;

rsa,modulus = <0xed4d61420 0xed02426a 0xb7e8a8e Ox7fed6cfl3 0x2d105d06 0x58070696
0x9d12b3d3 0x1a549c06 0xf863d237 0x4ed637b3 0xdle9172c 0xe%9a08063 0x8c69eeda 0x2c31e009
0x75651b8e 0x39773276 0x4ae7d620 0x26ad6dbc 0x94f0368a 0x877fb943 0x8ac20c66 0x527ed3d
0xcla3d0 0xf86bdal3 Oxaeb60fdb 0xbfbfd887 0x3fdo6c20a 0x3212150a 0x68537bd Oxaf00bl2e
0x39941c70 0x359d2602 Oxbb2ca80e 0xd3bebc23 0x2c6929cc 0xf26£0249 0x7c93878d 0x435eebfb
0xc76479b1 0x960228cd 0x69d9al90 0x8de8d691 0xe93bebeld 0x708c5dfe 0x2d2013d6 Oxfdb2c2f9
0xc8f46fb6 0x27ecd502 0x62737dc5 0xb2797bfd 0x8415de8 0xcl7d85b7 0xd4e94000 Oxada5f467
0x9b16c556 0x29e74ade 0x34b62261 0x61532487 0x3f7563b8 0x1c8bb911l 0x6c92201la 0xb3892cd7
0x82fd1935 0x76cb4571 0x96edc77f 0x12e0cd53 Oxacf6laa9 0x8192b68e 0x722e4231 Oxdfb6fb75
0x581502eb Oxdaff4c38 0x2109510 Ox9beb7e5e 0x7b639el3 0xc3caal33 0Oxcdbc8884 0x7535ca33
0x3276a627 0x943cdbc7 Oxeb3f2cal 0x39005al0 0x33323f82 Oxfelbeab2 0x414286 0xc26e39%e8
0xf72£18f 0x78blcdac 0x5e8230f 0xa785d73b 0xf60ba5dl 0x416fa25c 0x6395387c 0xa836b42
0xb9649d5¢c 0x92bde 0x871la656c 0x5e970991 0x545b3df7 0xdl9fbl193 0x84b55c49 0x388111ab
0xbd027fe 0Oxcb39dd8a 0xd4f5856 0xd3434afb 0xc74df655 Oxeec9d781 0x6d7c28f6 0xde2f5dl4
0xb266c3b 0xb9f322cbhb 0x24eddebc 0x4952433b 0xfl0llad7 0xdad4c2c38 0x8a92543f 0xfddb6ab7
Oxedbdlcbb Ox6c2bcc2f 0xd4e59%afl 0x988456dd O0xdl176b8f 0x7da860fa 0xdflb7530 0x240ef9f
0x40e63e 0x6f1fb023>;

rsa, exponent = <0x0 0x10001>;

rsa,n0-inverse = <0x55718075>;

rsa,num-bits = <0x1000>;

key-name-hint = "samkey";

}i
}i

HF 4P U-Boot I, BEBC&RERE /RS2 DTB, JF NS U-Boot RIAAT SCAF LAGIEE 54> 5k S fF .
H %1% U-Boot, HMEM LA T s

$ make uboot-rebuild
$ make

511 JHAFTBE

FUZ output/images/sdcard.img & # 2] SD =, A5 “linux.itb” &3 SD K1 FAT /3 [X.

TE% F SAMASD2 1 (2 04740 5 3 #0 N % Enter #:3E N\ U-Boot 4 shell. f#f] “fatload” 4 (WNFAR) K

“linux.itb” FIT 302533 SDRAM . ZREMH “bootm” fir4 (A FAR) PATELKLEH5 T FIT WUZ. i5E
=, “Verifying Hash Integrity” (3&IEMG Ay 5e4EE) JHEE/R “rsad096:samkey+” o XRIAHHSLIEE T FIT %4,
FH R E R K.

HAEREE A5 0
=> fatload mmc 1:1 0x20000000 linux.itb
4975090 bytes read in 307 ms (15.5 MiB/s)
=> bootm 0x20000000
## Loading kernel from FIT Image at 20000000
Using 'conf@l' configuration
Verifying Hash Integrity ... sha256,rsa4096:samkey+ OK
Trying 'kernel@l' kernel subimage
Description: unavailable

Type: Kernel Image
Compression: uncompressed

Data Start: 0x200000c4

Data Size: 4937736 Bytes = 4.7 MiB
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Architecture: ARM

0S: Linux
Load Address: 0x21000000
Entry Point: 0x21000000

Hash algo: sha256
Hash wvalue: aaf680f3fbfc09d0al02a75959%celc423£8b096bl25ae54cal3£f98c08b8caale
Verifying Hash Integrity ... sha256+ OK

## Loading fdt from FIT Image at 20000000
Using 'conf@l' configuration
Trying 'fdt@l' fdt subimage
Description: wunavailable

Type: Flat Device Tree
Compression: uncompressed
Data Start: 0x204b59%a4
Data Size: 33480 Bytes = 32.7 KiB
Architecture: ARM
Hash algo: sha256
Hash value: 4e338db79f27d05fc666aaffce73c5e03562562da7b59913eec2b374aaefdb07
Verifying Hash Integrity ... sha256+ OK
Booting using the fdt blob at 0x204b59a4
Loading Kernel Image ...OK
Loading Device Tree to 3£95d000, end 3£9682c7 ...OK

Starting kernel

© 2019 Microchip Technology Inc. DS00002748A_CN-# 21 7T
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AT91bootstrap EiL B
BiE C i U-Boot X 5] T EE L IMUE, I E AT91bootstrap F2 5 A BEiEAT %451 T . il B AT91bootstrap 72
¥, WIBITUL T g

$ make at9lbootstrap3-menuconfig
ffige “LoBASLR” , HMREBRENEHRDNERAERSG AN SEEEAMLE. X THE %S, visgEim
BHREAE (128 fir, 4 MKED

-~

larry@larry-HP-Z240-Tower-Workstation: ~fat91bootstrap
.config - at9ibootstrap vBR2_VERSION Configuration

at9ibootstrap Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---=.
Highlighted letters are hotkeys. Pressing <Y> selectes a feature,
while <N> will exclude a feature. Press <Esc><Esc> to exit, <?> for
Help, </> for Search. Legend: [*] feature is selected [ ] feature is

Board Type (sama5d2 xplained) --->
crystal Frequency (Build for use of an 12.000 MHz crystal) --
CPU clock (498 MHz) --->
Bus Speed (166 MHz) --->
Memory selection ---=
Image Loading Strategy (Support leoading Linux directly) ---=
Kernel Image Storage Setup ---=
(zImage.cip) Image Name
[*#] pebug Support
Debug Level (General debug information) ---=>
*] Secure Mode support
P secure Hode Options  -->
[ 1 Build in thumb mode
[*] Disable Watchdog
Hardware Initialization Options ---=>
Slow Clock Configuration Options --->
ARM TurstZone Options ---=
Enable Backup Mode
Bopard's Workaround Options ---=
PMIC (ACT8865) Support
Bopard Hardware Information Options --->
Auto Configure TWI Bus by Board

< Exit = < Help >

T AN IE (1 S AR/ IR B TR o
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larry@larry-HP-Z240-Tower-Workstation: ~fat91bootstrap
.config - at91bootstrap vBR2_VERSION Configuration

Key Size
Use the arrow keys to navigate this window or press the hotkey of
the item you wish to select followed by the <SPACE BAR>. Press
<?> for additional information about this option.

( ) AES-128

é 6 AES-192
M) AES -256

< Help >

XFT 128 frE ], HiEYIA CMAC % 14 128 fi.
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larry@larry-HP-Z240-Tower-Worksktation: ~fat91bootstrap
.config - at91bootstrap vBR2_VERSION Configuration

Secure Mode Options
Arrow keys navigate the menu. <Enter> selects submenus ---=>.
Highlighted letters are hotkeys. Pressing <Y> selectes a feature,
while <N> will exclude a feature. Press <Esc><Esc> to exit, <?> for
Help, </> for Search. Legend: [*] feature is selected [ ] feature is

| Key Ssize (AES-192) --->

*** Big-endian order: Word® is the most significant word #*#*=*
(ox00000000) Cipher Key Worde
(oxe0000000) Cipher Key Wordil
(oxo0000000) Cipher Key Word2
(ox00000000) Cipher Key Word3
(oxe0000006) Cipher Key Word4 (NEW)
(oxo0000000) Cipher Key Word5 (MNEW)
(ox00000000) Initialization Vector Worde
(ox00000000) Initialization Vector Wordil
(oxe000000860) Initialization Vector Word2
(ox00000000) Initialization Vector Word3
(0x00000000) CMAC Key Word®
(6x00000000) CMAC Key Wordi
(0x00000000) CMAC Key Word2
(0x00000000) CMAC Key Word3
(6x00000000) CMAC Key Word4 (NEW)
(0x00000000) CMAC Key Word5 (NEW)

< Exit > < Help >

EHE 192 AL AR, % CMAC %A T TSN 64 .
Mok 256 AL PN, D% P CMAC B K ZH N 8 1.
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.

larry@larry-HP-Z240-Tower-Workstation: ~fat91bootstrap
.config - at91bootstrap vBR2_VERSION Configuration

Secure Mode Options
Arrow keys navigate the menu. <Enter> selects submenus ---=>.
Highlighted letters are hotkeys. Pressing <Y> selectes a feature,
while <N> will exclude a feature. Press <Esc><Esc> to exit, <?> for
Help, </> for Search. Legend: [*] feature is selected [ ] feature is

| Key size (AES-256) --->

*** Big-endian order: Word® is the most significant word ***
(ox00000000) Cipher Key Worde
(ox00000000) Ccipher Key Wordil
(0x00000000) Cipher Key Word2z
(ox00000000) Cipher Key Word3
(ox00000000) Cipher Key Word4 (NEW)
(0x00000000) Cipher Key Word5 (NEW)
(ox00000000) Cipher Key Word6 (MNEW)
(ox00000000) Cipher Key Word7 (NEW)
(0x00000000) Initialization Vector Worde
(ox00000000) Initialization Vector Wordil
(ox00000000) Initialization Vector Word2
(0x00000000) Initialization Vector Word3
(0x00008000) CMAC Key Worde
(0x00000000) CMAC Key Wordl
(0x00000000) CMAC Key Word2
(0x00008000) CMAC Key Word3
(0x00000000) CMAC Key Word4 (NEW)
(0x00000000) CMAC Key Word5 (NEW)
(0x00000000) CMAC Key Wordé (NEW)
(0x00000000) CMAC Key Word7 (NEW)

< Exit > < Help =

AREE 5] 511 Linux W4 1E AT91bootstrap it & H1éir 4 N zImage.cip,  LAME 5 R FH A2 7 s 45 08 ool 4 FH 1) 4% FR A UL
Bicl .

4%1% AT91bootstrap
fic & AT91bootstrap J&, i&fT “make” LA%iiF boot.bin SCF:

$ make

g ¥ H] 51 TN U-Boot HIARINE S| S 3CMF. Sl 74 SAMAS BT 204 5] S Tl B 2552 77

%4 SAM-BA TH
Microchip {4 NDA $3 (1 FI 44 1 R 5 1 TR
BTS2 (5B, IR 240 Microchip 8875484

© 2019 Microchip Technology Inc. DS00002748A_CN-£ 25 71



6.3

6.4

6.5

6.6

6.7

AN2748
AT91bootstrap it E

‘%4 SAM-BA T B 4%
1. 24 sam-ba Hi——FEIF KA 24 5| %5, AT91bootstrap 25 Al N A% FE 1 IR BAT & Fh e 4E i) 52 A

?
2. %4 sam-ba MMFBEF—H T 5K 6 @E L E S F. S, WA AT91bootstrap 27 1N 2
s AR
VFRIIEE R

TEIZAT %4 SAM-BA TR DIBATINEBRAE AT, FIT AT 24 10 ENL TR & A UM VF AT UE SO o VR AT UE ST BR T
BAEM, FIKIZIT secure-sam-ba-cipher B #46f H AT R 2 o

24 SAM-BA F R A T A VPR UETE 3K, I HLAS AR F T AT 24 SAM-BA #R3#(E (#1414 bootstrap 2 /7 Al B
HRF%4) FENFIZAT.

WEVFAUETE SR A2 Microchip 0iE, BRI IGIE f& 238 — /M AT IESCH R I BT R T .

ZNiE

DL ir 2479445 request.txt SO A BVF AT IETS SR .

secure-sam-ba-cipher.py request-license -o request.txt

#1254 U-Boot

B 7B R IE SR 2 A8, 224 SAM-BA “application” AR FEEN AR ZH. BRELITHENE R fefE Hpa
VFRIUESC M, (B A fd A i N R 2 R A PR . BRI, NS K/ NIE L Fi S AT91bootstrap
R L E B R /ANAE 5E 4 VLR .

IS AR P S A SRR 2
app.key AR AU /S HEBI BT RL S 364, s ok

KEY=0000000000000000000000000000000000000000000000000000000000000000
IV_KEY=00000000000000000000000000000000
CMAC_KEY=0000000000000000000000000000000000000000000000000000000000000000

AES Z4F1 AES CMAC ZH K E T L2 LT LFh:
128 fi7 (16 F71, 32 M+ Nkl ET)
192 fi7 (24 775, 48 M Nkl ET)
256 fii (32 7745, 64 ANt NEkdl T

AES IV 154}y 128 fii (16 771, 32 M NitlsiT)

MR I 1354 7~

TEM R, AT91bootstrap FEFFICE i 128 fi7 AES 2245|544y “uboot.cip” i) U-boot Mg, 41K

AT91bootstrap 72 He & IEA 280 K/NETT, Fif{f AT91bootstrap It B SO 1% 4318 5 % 4> SAM-BA
“application” 4 F A EARIG A .  Bhas s CLi sk %2 4 SAM-BA YA E SO, M Microchip 13 7 H %L
OV AT IE ST

N R # X
R B3 SO 44 0 zimage.key, R 128 f7 28k 0.

$ cat uboot.key
KEY=1234567811111111abcdefOlffffffff
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AT91bootstrap it &

IV_KEY=00000001000000020000000300000004
CMAC KEY=876543211111111110fedcbaffffffff

6.8 AT91bootstrap .config X
AT91bootstrap ffl.config S {418 F 5 uboot.key SC4-VLHL MR EAT AL E

CONFIG_SECURE=y

#

# Secure Mode Options

#

CONFIG_AES KEY SIZE 128=y

# CONFIG_AES KEY SIZE 192 is not set

# CONFIG AES KEY SIZE 256 is not set

#

# Big-endian order: Word0O is the most significant word
#

CONFIG_AES CIPHER KEY WORD0=0x12345678
CONFIG AES CIPHER KEY WORD1=0x11111111
CONFIG AES CIPHER KEY WORD2=0Oxabcdef01l
CONFIG_AES CIPHER KEY WORD3=0xffffffff
CONFIG AES IV WORD0=0x00000001

CONFIG AES IV _WORD1=0x00000002
CONFIG_AES_IV_WORD2=0x00000003

CONFIG AES IV WORD3=0x00000004

CONFIG AES CMAC KEY WORD0=0x87654321
CONFIG _AES CMAC KEY WORD1=0x11111111
CONFIG AES CMAC KEY WORD2=0x10fedcba
CONFIG AES CMAC KEY WORD3=0xffffffff

6.9  iZ{T secure-sam-ba-cipher “application” @<
“application” iy 445 N R P> S B SCAE AT NL FAR PP A 0N, Qs hn s R e 4 ) i HH S P

$ secure-sam-ba-cipher.py application -1 license D2.txt -k uboot.key -i uboot.bin -o uboot.cip

6.10 AN FARERF
14 FHECL B 5] 5424 U-Boot B 1737 AT91bootstrap F2F & #: SD < I/ AT91bootstrap &7 -
B LT S E #15) SD R FAT 43X

* boot.bin——3# AT91bootstrap 27
* uboot.cip——# ) E N A% 4 ) U-Boot Mf%, 5 boot.bin H(#fg B VLA

¥ SD K& T SAMAS JF R _E I R REAE IEH 51 5 .

6.10.1 {3 AT91bootstrap f&F*
1E AT91bootstrap 27 1IE#fi 5] 5 uboot.cip X5, 7 LM Z boot.bin £ —~44 A boot.cip %4 AT91bootstrap —
eSO . 1IETN uboot.cip SO RN F AR 2540 —FE, AT91bootstrap f2/FHFEE %4, 4t ROM ALH T %4

HOIGIE AR %5 AT91bootstrap #i{% . ROM fUTL AR 2 FIIEIE AT91bootstrap F2 7 AT A HFEE — M4 N
“customer key” f%4.

6.11  AT91bootstrap Z4H &R
cust.key LAV S 7S HEH K& P, AR

KEY CUST=000000000000000000000000000000000000000000000000

SAMAS5D2 HI& F B HK SN 256 fif .
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6.13

6.14

6.15

6.16

AN2748
AT91bootstrap it E

iz4T secure-sam-ba-cipher “customer-key” %4

“customer key” v 4K AT91bootstrap %4 SCHE NI, FHOIEE— AN AL 4 P SO Rt — /S ppiss
A 5 SAMAS MPU) .

secure-sam-ba-cipher.py customer-key -d sama5d2x -1 license D2.txt -k cust.key -o customer-key.cip

iz4T secure-sam-ba-cipher “bootstrap” %54

“bootstrap” #ir4# bootstrap 4 (& #4]) XAEAD bootstrap itk SCAEAE AN, FERIEE— NN RIS 4 K4
.

$ secure-sam-ba-cipher.py bootstrap -d sama5d2x -1 license D2.txt -k cust.key -i boot.bin -o boot.cip

ik AT91bootstrap 2+
boot.cip SCF & 2 BT EIEZ AR T IR T boot.bin fin % F14E 44 FRAS .
# boot.cip X & H 2] SD <1 FAT 41X,

1§ | secure-sam-ba-loader Bt B HL AR
Z A, B secure-sam-ba-cipher T2 4% LT b /55 44 S .

+  zlmage.cip——IN# M4 1 Linux BUZ
* boot.cip—IN# A% 4 1] AT91bootstrap /¥
* customer-key.cip—— & 1% 4 (1) AT91bootstrap %4

zlmage.cip SZf4A1 boot.cip U8 & il 25| S Fi—— AR B H8 SD K. customer-key.cip SCAFAZ L
SAMA5 MPU 1, ANAFERELES A L.

f“ﬁ’iﬁﬁ secure-sam-ba-loader SEFAFEFH SAMAS B T2 20, BT 20, EHRRA R & IETEIEIT SAM-
A WL ES, JEpafE USB B8 IERIESES THL. &N USB B4 M %45 2 k. EREld, 45#] 4 Z/dev/
ttyACMO, SAM-BA 21 &/dev/ttyACM1 .

H1 38 RomBOOT #/~J5, 1#FH secure-sam-ba-loader ¥ MPU & T-%24 5] S5

$ secure-sam-ba-loader.py secure-mode -d sama5d2x -p /dev/ttyACM1l
1547 secure-sam-ba-loader “secure-mode” w45, RAEEA G I T HIR:
Secure Boot Mode
TR E B B SAMAS MPU .

$ secure-sam-ba-loader.py customer-key -d samab5d2x -p /dev/ttyACMl -i customer-key.cip

N

% SD KB THIIR T, SR)/51% Reset (H1) . %4 M ER “Secure Boot Mode” (%45 S0 R, AR
JEfkikiz 4T AT91bootstrap Al Linux. BiF, FrA Ml S H MPU K& 0 3 A48 2 — (BUREGO) #4T. Wiif#
i, KRUEITE Z et E.
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6.17 BEEHR2
2 AT91bootstrap F2/7 7L< AT IEH TAEfE, v LME M LR ar S 7E S 22 04 secure-mode {77k A HE 1:

$ secure-sam-ba-loader.py secure-mode --fuse -d sama5d2x -p /dev/ttyACM1
Connecting to serial port /dev/ttyACMI...

Connected to /dev/ttyACM1.

Enabling secure mode on samab5d2x...

Secure mode successfully enabled, please power cycle the device.

SRJE, WIS BLUR 64 AT91bootstrap %5477k A g 215 22 Fh
$ secure-sam-ba-loader.py customer-key -d sama5d2x -p /dev/ttyACM1l --fuse -i customer-key.cip

MIUAERS, AR R AL T %425 SR,
THER, IRLmiER — MR ATERAE, TN .

© 2019 Microchip Technology Inc. DS00002748A_CN-£ 29 71



AN2748
e

7.  HEZIPE

AN HEILNAT %4515 SAMAS MPU RE IR HFINEME400% 8RR T 128 17 AES #il AES CMAC. 3%
T H A a] (4l A IRIEAR 50, AT S LS NDA R IEH) 2451 S 4.
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8. RAEHK

81  JR4A A—2018 4 06 H
AR AETT IR ASA
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